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Our approach to risk management 

Like any business, we face a number of 
risks and uncertainties. Some come from 
outside our organisation, others from 
within. Some we can’t control, some we 
can. Many of our risks are similar to those 
felt by similar businesses.

Principal risks and uncertainties

potential to become more so in the future.

considered alongside the risk management process, the forward-

296

How we manage risk

EvaluationMonitoring

Response

Business activities

Changes over the year

further 

Three lines of defence

External benchmarking/Internal review

This has helped highlight areas of strength and also areas where we 

Real-time war gaming

numerous colleagues from across the business and the learnings will 

Enterprise risk framework

Customer-facing unit 
and TSO leadership teams
Our customer-facing units and 
TSO follow our process for 
managing risk as part of our 
Enterprise Risk Management 
framework. That means 

for their leadership teams to 

in each customer-facing unit, 
TSO and our group functions, 
make sure this process is 

Group Risk Panel
The Group Risk Panel supports 
the Board and the 

those risks of greatest 

inclusion of new or emerging 

work of the group risk 
management function. 

Executive Committee
The  

to and monitors risks. 

and monitored through the 
Group Risk Register. The 

 assigns a 
management owner to take 
charge of monitoring and 
managing each risk. It monitors 
risks through regular detailed 

Register.

Board

sure we manage risks 

through the 

across the group, in our 
customer-facing units and 
in TSO.

Audit & Risk 
Committee

Customer-facing unit and TSO 
audit & risk committees
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Our principal risks and uncertainties
Compliance risks

 Increasing/worseningTrend indicates  
our perception of  
pre-mitigation risk

 failure
Link to strategy in year 

1

2  – Transform our costs

Link to business model

  – Human capital
  – Social capital

Trend

. There 
is also a risk that our controls, which are desi
detect and correct such
and procedures, no matter how well designed and operated, can 

its stated goals under all potential conditions, regardless of  
how remote.

, and the assurance 
important ct inappropriate 

 Because of its inherent limitations, internal control 

statement preparation and presentation.

Potential impact
If our people, or associates like suppliers or agents, breach  
anti-

depending on the nature of the breach, the legislation concerned 

 A breakdown in l 
framework could re sstatement.

What’s changed over the last year?

63

their concerns. 

In terms of 

How we’re mitigating the risks

on 
of inappropriate alian business in the summer of 
2016, we tor our 

rations in our share
, see page 145.

model, and strengthened our controls policies and procedures. This 

for our principal risks and uncertainties. 

 

training, including a module on how to escalate concerns.

for people in higher-risk roles like procurement and sales.  

parties like suppliers, agents, resellers and distributors. In 2017/18  
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Our principal risks and uncertainties continued
Compliance risks continued

we completed 32

distributors go through an on-boarding process which includes 

which is subject to our sanctions p

rights impact assessments on our operations in India, Russia and 

205
98 a. The most common 

Processing our customers’ data
Link to strategy in year 

1

Link to business model

  – Social capital

Trend

can trust us to do the right thing with their data.

 

impact on them.

implementing more stringent procedures around data protection 

The nature  the world. 

Potential impact

sentences and the regulator telling us to stop processing data.

On top of that, we could see huge reputational damage and big 

ongoing costs from their non-compliance.

What’s changed over the last year?
The GDPR is deemed one of the biggest shake ups in data law 

their rights as to how their personal data is kept, used and 
 The sanctions for breaching the GDPR are 

gime, which could 
result in a substantia

the new law. In addition within the last 12
-publicised data incidents and 

How we’re mitigating the risks

new regulat

data, and refreshing our training so that our people understand 

without it being a burden or making their job more complicated. 

a .
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Health, safety and wellbeing
Link to strategy in year 

1

2  – Transform our costs

Link to business model

  – Human capital
  – Social capital

Trend

Our people are crucial to 

millions of climbing jobs. All of our people work in a fast-paced 

Potential impact

The wellbeing of our colleagues 
business while continuing to recruit, retain and engage our workforce 

would add cost to the business. Poor engagement also raises the risk 

What’s changed over the last year?

labour, reducing the risk of musculo-skeletal disorders as a 

In parallel, a change in our workforce is increasing risks in areas such 

need to make sure we put in additional safeguards with less reliance 

raised awareness of

The pace and scale of change within the business has also 

impact on our people. The risk of epidemic disease is constant; this 

How we’re mitigating the risks

indicators and which forms the basis of a discussion of emerging 
chief e

operational businesses, each of which formulates its own plans 
and targets on an annual basis.

accreditation processes for higher-risk groups. All our people 

and wellbeing forum 

in the operational units.

will help us better capture and share information.

95% rehabilitation rate.

awareness, and are responsible for undertaking monitoring and 

assurance to make sure data compliance is embedded within  
the business.

 
66



BT Group plc60 Annual Report 2018

Our principal risks and uncertainties continued

Competition and technology risks
Link to strategy in year 

3

Link to business model

  – Intellectual capital

Trend

 –

 – c

 – e

 – h
when selected companies in the sector are struggling to generate 
economic returns.

long-time before the demand materialises. 

growth the sector has seen in data consumption and network 

Potential impact

What’s changed over the last year?
Set against a challenging economic climate, in which the outlook 

 – rough a partnership 
 – ks
 – ta propositions.

 –
The on

monetise mobile data growth in the face of strong competition.
 –

 

How we’re mitigating the risks

with
 –
 –
 – transforming our operating model. 

growth. 

This c
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Communications industry regulation
Link to strategy in year 

1

2  – Transform our costs

Link to business model

  – Manufactured capital

Trend

R

 
s

 In addition, Ofcom can set out rules for spectrum auctions 
and to ensure consumer protection in the sector.

o

termination – and can sort out disputes between us and other 

supplied.  

we are able to access networks of incumbent operators. 

Potential impact

 and/or impact 
how we structure our business. In some circumstances, Ofcom can 

customers.

of access to other networks mean we might not be able to 
 

What’s changed over the last year?

narrowband access, wholesale local access and wholesale 

 on page 52.

 statement to the  Appeal Tribunal 

Ofcom.

introduced an automatic compensation scheme for slow repairs, 

force in October 2018.

ommitments made to Ofcom in 

 now introduced 

both the letter and spirit of the commitments.

How we’re mitigating the risks

g

 Their insight also 

decisions.

want. 

 Tribunal. 

or to other access networks.
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Political risk
Link to strategy in year 

1

3

Link to business model

  – Human capital
  – Social capital

Trend

 –

 –

 –

people and assets as a result of social unrest or a breakdown  
in the rule of law.

Potential impact

impact of political risk is its potential interaction with some of our 

increases as a result.

albeit the agreement in principle on a number of withdrawal 
the commitment to protect 

. There is 

is harder for us to recruit and retain skilled talent and to source 

as a result of this u .

 
our operations.

What’s changed over the last year?

second Scottish Independence Referendum became less imminent 

reached agreement in principle 

focuse drawal issues and also 

a new, independent board for Openreach, which is working well. 

framework can promote long-term decision-making and, as a 

How we’re mitigating the risks

seek to inform public debate around telecommunications through 

63
the programme across the business to help us understand and 

potential impacts such as those associated with a second Scottish 

group 

trade and people/skills matters.

of customers and competition. Geopolitical risks are 
monitored

Our principal risks and uncertainties continued
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How we managed the risk
 

 

the business.

g

g

The result, and what we learnt

resilience to our people, our customers and our suppliers.

are 
making

BREXIT
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Pensions
Link to strategy in year 

2  – Transform our costs
Link to business model

  – Human capital
  – Social capital

Trend

Potential impact

our share price and credit rating.

What’s changed over the last year?

. This s

concluded, taking place no later than as at 30 June 2020. 

discussed
The resulting 

changes should 

greater

future 

the BTPS to future accrual  more than 
99% of the BTPS ac ,

Although we will establish a new 
brid pension arrange s 

in the BTPS at closure, the changes re isks 
associated with n accrual. 

the BTPS from 
30 June 2018  will join the BT Retirement 

 arrangement, for 
future pension accrual.

How we’re mitigating the risks

mitigate the impact of increases in the 

of risk and return.

protection against the impact of changes in the funding position 

calculate liabilities on a prudent basis.

Our principal risks and uncertainties continued
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Financial risk
Link to strategy in year 

2  – Transform our costs
3

Link to business model

  – Social capital

Trend

 

reputational damage.

Potential impact

consolidated 
nancial statements.

in our business decisions, we might make bad decisions resulting 

reputational damage.

What’s changed over the last year?

2016/17.

legislation was introduced, which restricts deductions for interest 

from contracts with customers and accounting for leases. Global 

uropean 
ommission practices under stat

an s for the introduction of an interim 
dig
conse .

How we’re mitigating the risks

, in line 

are described in detail in note 27 to the consolidated nancial 
s
of the group on an ongoing basis.
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Our principal risks and uncertainties continued
Operational risks

Security and resilience
Link to strategy in year 

1

Link to business model

  – Intellectual capital
  – Manufactured capital

Trend

highest standards of protection and incident management in order 

malicious acts that threaten our operations.

 
our peers and customers, we see that hacking tools, phishing 

sabotage.

Potential impact

concessions might be needed, together with unplanned and rapid 

ahead of the competition.

What’s changed over the last year?

in ransomware attacks has made headline news and caused 

ta 
r the 

information and igations.  
lling further AI inno tect network 

umes of data, and learn patterns of how 
malware propagates.

also been working with  and other utilities in 

How we’re mitigating the risks

GDPR. 

following the Grenfell Tower .
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Employee engagement
Link to strategy in year 

1

Link to business model
  – Human capital

Trend

strategic aims.

Potential impact

to change could impact talent retention resulting in a loss of 

would add cost to the business. Poor engagement also raises the 
risk of general industrial unrest and action.

What’s changed over the last year?

decided to 
close the BTPS to ensure that our pension arrangements are fair, 

 

How we’re mitigating the risks

decision making closer to the frontline customer teams and 

performance categories to free up time for line managers to talk 

Change management
Link to strategy in year 

1

2  – Transform our costs
3

Link to business model
  – Human capital

Trend

same time, we want BT to be a simple and agile business where our 

In transforming our operating model, we need to manage this 

we keep focus

Potential impact

some cases.

What’s changed over the last year?

 – the launch of a pan-BT transformation programme, One BT, 

potential
 – b

 – on
 – a  and Ventures and 

Business and Public Sector businesses into a new Enterprise business
 – a

which will include a particular focus on our middle and senior-
management grades 

 – a
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Supply chain
Link to strategy in year 

1

2  – Transform our costs

Link to business model

  – Social capital
  – Human capital

Trend

 

Globalisation means better sourcing opportunities, but brings 

interests.

Our dealings with suppliers follow our trading and ethical policies. 

49.

Potential impact

potential damage to our brand. If substituting a failing supplier 
meant that we had to disrupt our business, it could cost us a lot 

might compromise the commitments we make to our customers, 
 

or penalties.

What’s changed over the last year?

 

some of the global markets we do business in. It highlights the risk 
of us becoming too dependent on single or monopolistic suppliers. 

arrangements we were able to manage and reduce the disruption 
to our business.

How we’re mitigating the risks

when it comes to introducing new suppliers and continuing to 

 selling2bt.bt.com

the process.

Our principal risks and uncertainties continued
Operational risks continued

How we’re mitigating the risks

team. 
we are able to ensure that our internal change programmes are co-
ordinated and remain focus The 

So 

to HR, communications, change teams and our leaders in the 
business.  

in designing, announcing and implementing changes. Our 
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Major contracts
Link to strategy in year 

1

2  – Transform our costs
3

Link to business model Trend

owing to factors either in or out of our control; changes in 

contracts.

Potential impact

What’s changed over the last year?

. In 

begu  later 
phase 

 of households. 

How we’re mitigating the risks
At both group and corporate unit 
management and reporting processes in place. Independent 

mitigation actions, and report the result to senior management. 

contracts continue to operate at the highest possible standard.

contract management training.
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Our principal risks and uncertainties continued

Sharing malware data with ISPsD
of our obligations and performance 
across our entire major contracts 

How we managed the risk

The result, and what we learnt

contracts.

customers and businesses from global 

How we managed the risk

sharing information about malicious software and 

online platform to share our threat intelligence data 

follow our lead.

The result, and what we learnt

crime is through greater 

all customers.
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Our viability statement

Assessment of prospects
  and business model is 

central to assessing its prospects, and details can be found on 
pages 20 to 34.

 

EE. 

customers in 180 countries worldwide.

rentiated s, 
integrated network leadership and transforming our 

operating model is designed to support long-term and sustainable 

 The Medium Term Plan is built from 
the bottom-up forecasts of each of our customer-facing units, 

 The 
performance of the group and our customer-facing units against 

.

 
BT  and, 

where appropriate, the  and the Board, after 
taking into account longer-term risks and opportunities such as the 

Viability Statement
6

 The 

these forecasts. 

together with their likelihood of occurrence.

 
tested, where all of our principal risks are assumed to materialise 

 

back programmes and 

designed to stress test our resilience. 

 

 

 

their assessment.




